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MEMORANDUM FOR: 






YY 
= eral Bradbura 
Brig. General Kulpa 





_ SUBJECT: | Security Requirenents of the NRO- 


Attached is a draft report on the above subject for your 
review. Essentially it deals with two main considerations: 


1. Declassification of the nancs ard initials 
of the organization and | 


2. weclassification of the "fact of." 


Tne judgments of the Conmaittee members were unrecencilabic 
and a minority report accompanies the basic cffort. Ever 

the basic report requires that very fine lines of release 

be drawn and an Implementation Annex hus been added to insure 
uniforn interpretation. 


It would be appreciated if you could review tunis puckage 
in anticipation of a mecting to be scheduled early the first 
week in April. The meeting will be to impart your vicws on 
the present draft or your ideas for nodification. Waether we 
incorporate views of tne minority report in the hody of the 
paper or submit it as a minority report will be an item of 
discussion. 
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the Soviets or stinmulateJ thea to taxe countermeasures. 


4. after tuirteen ycars of saccessfal: operation Of tas 
Prograa, the Review Commitice finds noticeable changes in the 
env ironnent which bear on the feasibility and desirab ility of 
ROGIEY 41g security controls. - 

a» The Soviets have their own reconnaissance 
satellite prograa. Taere is at. least a tacit agree- 
ment with the Soviets about non- -interference wita, 
if not acceptance of, the use of satellites as a 
"national means of verification" of any strategic 
arns linitation treaty. ‘Conversely, other nations 
are questioning the legitimacy of uncontrolled 
observation fron space although the concern is 
presently focused on ERTS. | 

' Bb, A large volune of Bpocarsesye information 
about the U.S. and the USSR space reconnz issance 
activities has surfaced in the public donain. Spes- 

wlative information in the U.S. mass media has been | 
lent credence by mention in a report of tine special 

Committee to Study Questions Related to Secret and 

Confidential Government Docuuents.. The appearance 

of this totality of information has fos tered a 

general recognition in tne world at large of the - 


"fact of" satellite reconnaissance froa space. 
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C. There has been a recent decision to lewer 
security controls on sone satellite photograshy by 
‘renovina it from conpartnented security contrais 
and allowing photograpny and derived infornation 
to be used at the Secret level. 
| d, The Congress hos recently Shown a greater 
interest and curiosity about the NRP than heretofore 
and at least one knowledgeable comiittee chairaan 
has stated that it is increasingly difficult to 
maintain the past practices of limiting knowledge 
only to committee chairmen and ‘ehote designated 
colleagues. | 

e. U.S. civil agencies have expressed the 
belicf that the space program may satisfy additional 
needs within their disciplines and interests beyond 
those already identified. Today, assistance can 
only be provided if the civil agencies are willing 
to comply with the safeguards accorded the product 
materials. 

£. Recent trends in the political and judicial 
spheres of Government argue for public candor unless 
it can be proved that such candor demages the natioral 
security. The present sccurity controls crested by 


classification of the "fuct of" do not allow sich 
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g. The NRO's cover for activities and per- 
sonnel as a pseudo line Slonent of the Department 
of Jefense may no longer be viable as a result of 
a recent acknowledgnent to the press that the NRO 
is "an office through which certain intelligence 
matters are adninistered...by a senior Air Force 


‘Civilian official." 


THE PROBLEM ; | 

5 In consideration of these changes, the Conmittee sie 
amined the appropriateness, advantages, and disadvantages of 
continuing the uniquely tight security system imposed over the 
HRP and the NRO at the inception of the Progran. While many 
specific current problems were discussed, it was generally 
agreed that recent changes in tne environment have not altered 
tne need for tig ght security of the iwkP and its activities; 
however, the recent publicity about thic NRO and the official 
acknowledgnent of its existence require that a new public 
disclosure cut-off point be established. In this regard, 
was determined that five issues required resolution. deci- 
sions on the paints which follow would dictate the current 
EOCuEeey posture For the iRO. 

A. Whether there is a need to formally 
declassify the terms, "National Reconnaissance 
Of£Fice" and "Zational Reconnaissance Program," 


and their initials. 
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B. Whether or not to retain tne "fact of" 
. Space reconnaissance at tne Secret level or to 
‘ declassify it. | 

C. Whether Congressiotal couwnittee chairmen 
need additional information and guidance to sasisty 
the inquiries of their fellow Congressmen. 

D. What is the appropriate reaction to public 
disclosures. 

E. To what extent can the executive level 
continue to support strict security control of the 


developmental and operational phases of the NRO. 


DISCUSSION 

6. In its considcrations, the Committee was continually 
‘windful of the need to maintain secrecy around essential cle- 
ments of the Program while giving balanced recognition to the 
fact that time and events may have overtaxen sonc clements of 
concern for whicn the socuniey Features were originally imposed. 
A basic thread which ran through all of the considerations was 
the need to retain a credible security posture by not retaining 
a classification on information which is no longer sensitive 
from a national security standpoint and whici Is already in tne 
public dowain. This concern dominated the considerution of 


these Five points. 
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A. The Names and Initials 
(1) Since the first exposure in 197i 
there have been about seven references in 


the public domain to the National Reconunais- 
Sance Program or Office. These were considered 
speculative reporting since no official 
source was credited. Te revelations were 
ignored and the lack of follow-up inquiry 
or subsequent revelations nay be indicative 
of the appropriatencss of this course of 
action. On 12 October 1973, the ation al 
Reconnaissance Office was pointed ly mentions 
in a report of the Special (Congressional) 
Conmittec to Study Questions Related to 


Secret and Confidential Government Docurtents. 


Although the committee was unaware that it 


had end a 


Classifics title, this action 
represents an official acknowledgment af 


the Cifice and has been determined to ba 


sufficient grounds to consicer the name of 


tas Office unclassified. Thais position was 






officially adopted by the CIA in Fabruar; 
1974 when it withdrew legal objection to 


mention of the National 


as classified mater 
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manuscript, CIA and the Cult of Intelligence. 
Tne Corumtittce is of tue opinion that officia 
action shoulc be taxen to declassify the nae 


and initials and maxe tunis action known to 


personnel now responsible for security control, 


(2) The Committee considered the poten-~ 
tial results of such identification. In 
addition to the anticipated requests for 
more infornation froi the press and Congress 
it is expected that there would also ve 
pressure to fit the N20 into a fornal 
organizational structure and dispense witis 
the "cover" that has been used to date. In that event 
the NRO structure itself would require | 
reorganization since the Director of the 
NRO is currently “covered” by his dual | 
title of Under Secretary of tne Air Force 
and his headcuarters organization is 


lizuational titis 


Pe 


"covered" under the orza 


of "Office of Space Sysions, Orrice of 


the Secretary Of the Air Foree." With 
fornal deciassification, both’ the Direczsr 
and his Stafi could be acknowledged as 
Cntities of tie National teccnnaisseance 


Office and all eupleyees could adait 








their affiliation if sucn disclosure is 
desirable. It should be noted that, on 
the surface, no inpact on security nas 
. been perceived as a result of disclosures 
to date. | 
(3) Tne discussion of declassifica 
tion of codewords, mission numbers, etc., 
evoked a recognition of the technicalities 
of retaining Classification but the 
Connittee decided in favor of the practi- 
cality of retaining such classification. 
(4) The Colaittée Gas concerned that | 
declassification of the NRP and the NRO 
' , could lcad to an effort to regularize tire 
NRO in confornity with norial organizational 
structure and procedures of the DOD. Such 
a move is viewed as detrinental to the 
efficient and streamlined nanagenent pro- 
eeauees now eaployed by the NRO, and 
accordingly, detrinental to the responsiyec- 
ness of the RO to the national intelligence 


requirements. 
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(S) The present 1965 cnarter of the 
NRO represents the joint intcrests of the 
CIA and the DOD. It -incorporates nany o£ 
the precepts of the President's Foreign 
Intelligence Advisory Board. (reaffirmed 
in 1974) and was developed to assure rapic 
response to the pequirenénts’ of the intel- 
ligence community. For sone thirteen years, 
the system has fulfilled its purpose well. 
All managers have had unique authorities 
but have also been nonitored closely in 
both the technical and financial areas. 
The system permits concentration of auth- 
ority in highly capable program offices | 
and dispenses with long lines of approval 
and control. It was agreed that a relax- 
ing of security should not he tne basis 
for "regularizing." 
B. The "Fact OF" 

(1) Discussions relating to declassi- 
fying the "fact of" showed particular con- 
cern in three areas. First, it was agreed | 

Satellite reconnzissance 
that any declassificetion of tne “fact of" / 
must be applied only to photographic 


satellites as they are not as vulnerable 
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to countermeasures as the SIGINT systens. 


hat inplenentation 


et 


Second, it was agreed 
Of any new poticy wouldé Acve to erpnasice 
that the adaission of the "Fact 9£” &t 
eitacr the Secret or uncle Sifie’d level 
Still excludes any “Sacts absut."” And, 
finally; there was great concern that 
official acknowledgment of our use of 
intelligence satellites nignt trigger 
the Soviets or third countries to raise 
political objections in an ineecaaeionst 
forun and thereby hinder our unilateral 
operations. 

{2) The concern with credibility 
was the primary argument favoring declas-~- 
sification. Tne large volune of inforna- 
tion, particularly in trade jou Phares nas 
established a general recognition of 
photographic reconnaissance <rom snace 
and it is doubtful that the average person 


concerns hinsel( with the 2ifference Dotweon 


"official" and “specuictive"’ materiai. It 
was felt that continusd insistence on cigh: 


security for "open" secrets reduces overall — 


credibility and crodas the integrity of 


ey 
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security around ele. technology and the 
operations whicn still need to be protected. 
(3) Foreign reaction to aa open 
_admission of satellite reconnaissance 
appears to be the nost serious potentizl 
problem but it is recognized as oné that 
falls primarily in the political field 
rather than one to be decided by the 
security needs of the intelligence systen. 
The most significant threat is the possi- 
bility for a U.N. treaty banning surveil- 
lance or reconnaissance from space Wichout 
the concurrence of the country being sur- 
veilled or reconnoitered. Various non- 
aligned countries have expressed significant 
sensitivitics about space surveillance and 
in Fact Brazil has tabled a treaty to 
regulate observations from Space. Recog- 
nition of the "fact o£" space reconnais- 
sance would likely not derogate the 
collection mission of the NRO as long as 
restraints of internatioual treaties do 
not preclude mission activity and would 


enhance credibility in. our clains on other 
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security tatters. For these reasons, it 
appears appropriate to recommend declassi- 


fication of the "fact of" on security 


grounds but. defer to Dr. Kissinger for 
the political decision. 

(4) It should be noted that the 
fact that the Governnent has chosen not 


to publicly acknowledge the "fact of" 


has helped to preclude international 


challenges to the conduct of space recon- 
naissance. As much can be gained by the 
method of exposing this decision, specific 
procedures should be agreed. 
Cu Brief of Congressional Comiittces 

7 (1) Congressional committee chairmen 
have long hel ped to maintain the sccurity 
of NRO programs and cecided on the need-to- 


know of the entire Legislative Branch. It. 


is recognized that there has been some diffi- 


culty in retaining this security and one 
; recently 
chairman has/remarked at the difficulty of 
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continuing such a posture. However, on 
qucry from the press, each chairman as 
continued his firm support. It is obvi- 
ous that these men can be relied on to 
not nake their own decisions on Classification. 
(2) However, tne entire Congress has 
some responsibility for the proper func- 
tioning of all aspects of the Government, 
and the prospect that a heavily budgeted 
NRO exists is certainly of legitinate 
interest.. To meet this need, it is pro- 
posed that a bricFing be provided to the 


chairmen of the appropriate committecs 


which would assure that methods of doing 


business are essentially the sane as | 
those of the rest of the Government, that 
our track record on overruns and manage- 
ment costs are good, and that audit and 
oversight provisions are at least as 
restrictive as those found elsewnere. 

This would enable the chairmen to pass 


this information to other representatives 


at the classified level, according to 


their desires. 
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Dd. Reaction to Public Disclosures 
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(1) Tne need to react to public d 
sures rengins much the same. Disciosures ef 


classified information are general 
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the unclassified level, inquiries will be. 
answered to the extent now possible. iiowever, 


as the recommendations of this Committee 


create a gray area in security where black 


and white formerly existed; more public 
disclosures can be expected unless clear 
cut-off lines are briefed to all holders 


of 





ALEXT-KEYHOLE clearances. 
Executive Level Support 
(1) 


tive level is often under heavy pressure to 


E. 


It was recognized that the execu- 


respond to queries relating to information 


in the public domain. If the names and 


initials relating to the NRO are formally 
declassified, this could also relate to 
"facts about" the NRO, its organization, 
prozran, 
this recognition, the Comnittec 


that aj] "facts ubout" 


belicyes the NRO. 


must romain clessified. 
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ds As a result of tnese discussions, 
recommends: 

A. - That the terms, "tational Reconnaissance 
Office" and "National Reconnaissance Progran," as 
well as the initials, "NRO" and "NRP," be fornally 
declassified but that no information be revealed 
about the identity of personnel, the organization, 
or the prograns. 

B. That the DCI recommend the declas sifi- 
cation of the “fact of" space reconnaissance on 
security grounds alone but tuat he point out 
the potential political problens and defer to 


Dwr. Kissinger for the final decision. 





Ihe NRO Staff Security representative believes otuer nations 
will distinguish between the existing “conmaon knowledge" of 
Satellite reconnaissance and an “of£icial" acknowledonent by 
the Government, cven if that acknowledgment occurs only by 
confirmation of that fact by official records. Such acknowi- 
edgment might impel forcign governments to protest officially 
a matter which had been tolerated when it was widely known 
but not officially adnitted. 
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C. That the chairmen of Congressional con- 
mittees be briefed on any Cuanses pricr to acconr- 
plisuwient and that additionel] inforaatian for 
release to Fellow Congressnmen at tae classific?d 
level be provided on the N29 organization and 
methods of doing business. 

D. That information provided in response 
to queries resulting from public disclosure be 
in accord with the above recommendations and 
that all holders IF 2x0 sexe0u: 
Clearances be briefed on this policy and the 
continuing neec for strict security. 


E. That, with the above reconnended 





' | exceptions, the strict security controls of the 
8. In order that there be ao confusion on tie interpre- 


tation of these recommendations, there is appended a section 


on inplemenctation which snecifies tne interpretation intended 


by the Comnittec. 





line representative of the CTA Office ef Security doess nor 
concur in this recommendation. He aclicves that concessions 
can be made to allow deciassification of all codewords, | 
program names, Mission names, and mission numbers ws well as 
organization, subordination, Agency participation, ani per- 
sonnel of the NRO. we has submitted a minority report which 
is attached. | 
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IMPLEMENTATION OF RECO:RIENDATIONS 


2 AS Declassification of nanes and initials 
ee oe fould be a low-key acknowledgaent hy DCI or Secuef. 
2. Could be acknowledged by PIOs. 
3. Would evoke "no comment" beyond acknowledgment of 
organizational existence. 
4.  Would-not authenticate acknowledgment of place or 
| organization of employment. 
S$. Would not identify the organizational location, 
composition, or personnel. 
6. Would not change the organizational subordination 
or mode of operation of the NRO. | 
7. Appropriate Congressional committee chairmen would 


be briefed prior to fornal declassification. 


Proposal to declassify the "fact of" 


Would recomaend to Jr. Kissinger the declassifica- 


tion of the "fact of" as a means of enhancing 
official credibility of the intelligence conmunity. 
Would point out the possible depreciation cf intel- 
ligence if such open acknowledgnent precipitated 
international treaties or agreenents waich wold 


limit satellite reconnaissance. 
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3. Once declassified, there would he no announcenent 
but would be revealed as a matter of course by the 
DCL, the SecDef or, as appropriate, Public Infor- 
mation Officers, on query. 
4. Appropriate Congressional eointtece: cislrcen would 


be briefed prior to declassification. 


C. Brief of Congressional Committees 
1. The chairmen of the appropriate Senate and House 
committees and their desiznated associates be 
briefed on the management of the NRO, to include 
a. Procedures for soliciting RFQs. 
b. Procedures for source selection. 
Cc. Degree of adherence to ASPRs. 
de Costs, management costs, overruns, and 
comparisons. 
e. Provisions for audit. 
pat Provisions for oversight. 
2. The briefings should stress adherence to regulations 
and procurement guidance but show the manner in wnich 
the WRO is able to operate more efiiciently than by 


using normal Government nanagement methods. 


Uv. Reaction to Public Disclosures 





t All holders o CALENST-KEYHOLE clearances, 


ihcluding PIOs should be bricfed to establisa the 
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new disclosure cut-off lines and reinforce the 


"no comment" response beyond tnese lines. 


E. Executive Level Support 


Implementation would be effected in consonance with 


D. above. 


Attachment | | 
‘linority repos. 
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